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The School of Cyber Science and Engineering (CSE, formerly known as the School of Information Security Engineering) of Shanghai Jiao Tong
University was founded in October 2000. It was the first school-level training base for high-level information security professionals in China. It was
jointly established by the Ministry of Education of China, the Ministry of Science and Technology of China, and the Shanghai Municipal People’ s
Government. The school has a first-level discipline in cyberspace security and aims to cultivate information security professionals at different levels

including bachelors, masters, and doctoral students.

The school has substantial accumulation and potent in both academic research and technological innovation on cyberspace security. The school has
more than ten world-renowned professors including members of the Chinese Academy of Engineering, national 1000 Talents Program” experts, “Chang
Jiang Scholars” distinguished professors, national ~ “Millions of Talent Project” . The school also has various national and provincial scientific research
platforms such as the National Engineering Laboratory for Information Content Analysis Technology, State Key Laboratory Breeding Base for Scalable
Computing and Systems. National Commercial Crypto Testing Center in Shanghai (in preparation), Engineering Center of the Ministry of Education of
China, Shanghai Key Laboratory, etc. Docking international academic frontiers and national development strategies, the key research areas of school’ s
planning include: 1) Theory of Cryptography and Algorithms, 2) Quantum Computing and Post-quantum Cryptography, 3) Software and System Security,
4) Hardware and Embedded System Security, 5) Security Architecture, 6) Information Content Security, 7) Artificial Intelligence Security, 8) Cloud
Security and Big Data Privacy Protection, 9) Industrial Internet, Wireless Network and Internet of Things Security, 10) Blockchain and Financial Security.



In recent years, the school has undertaken several important research projects including the key projects of the National Natural Science Foundation, the
National 973 Plan, the Major National Projects, and the National Key R&D Programs. The school has subscribed exchanges and firm collaborations with
famous Chinese and foreign companies such as Intel, Microsoft, Ali, Baidu, Tencent, etc. Professors of the school have won more than twenty national,
provincial and ministerial level scientific research and talent awards including National Science and Technology Progress Award, Shanghai Science and
Technology Progress Award, National Defense Science and Technology Award, Crypto Science and Technology Progress Award, National Cyber Security
Talents Award and Teacher Award, China Association of Cryptography Innovation Award, etc.

The majority of the students of the school comes from the top 100 key high schools and 985/”’Double-First” universities in China. The academic
reputation, professional popularity, and social attention of the school have always been among the best across the nation. Postgraduate and undergraduate
students of the school have won dozens of prizes in international and domestic information security competitions. A large number of research papers have
been published in top academic conferences and journals such as CRYPTO. EUROCRYPT. ASIACRYPT. ACM CCS. NDSS. USENIX Security.
ACM Computing Surveys. IEEE TIFS. IEEETDSC. IEEETIT. IEEE TCAD. IEEE JSAC, etc. More than ninety percent of the graduates have pursued
higher degrees, taken faculty positions in highly ranked international and domestic universities and research institutions, or served as backbone staff in
the global top 500 enterprises or important functional departments in the Chinese government.
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To dock the crucial technical needs of the country and the requirement of the society, the objective of the program for a professional Ph.D. in
cyberspace security is to cultivate spearheading professionals in information security with the ability to innovate and manage and a global vision. Precisely
speaking:

A). Be patriotic, law-abiding, and preserve a decent professional ethic. Be industrious and devoted to science with academic ethic and pioneering
spirit. Be physically robust and serve actively for the development of socialism in China.

B). Have a systematic and profound understanding of cyberspace security and solid, broad theoretical foundations on related fields.
C). Be able to solve complex engineering problems, conduct technical innovation, design, and organize the development of engineering technologies.
D). Be able to achieve groundbreaking results that boost the development of cyberspace security industry and engineering technologies.

E). Be able to undertake major projects of government-affiliated institutions and to manage, organize, and lead groups or projects that explore novel
aspects of cyberspace security.

. EHRF XEF JHFMHR Training Mode and Study Duration
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The cultivation of a professional Ph.D. in cyberspace security is part-time and jointly advised by tutors from the school and the industry. The normal
duration of this program is four years, one who fails to meet the criteria of timely graduation can apply for an extension of at most two years.
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iR T RAY T 16 54, P GPAF RV T 14 (RFERELEV 4545 ), GPA TMAT 28. ZFEXREEKREZLKT:

_4_



To pursue the degree of this program, one has to earn credits of no less than eighteen, with no less than fourteen credits from GPA courses (at least
four credits have to come from mathematics). The GPA has to be no less than 2.8, the detailed requirement of courses are listed as follows:

RARLA
Course Type

FRER

Min Credits

&K

Min Courses

GPA %#4-%K
Min GPA Credit

&z
Note

UNE- 2§51y
General Courses

6

4

/

MARX7001 [ 5 8 3
X 514%(2 %#47), GE6001
ZAREE G SRR %
7%), MATH6002 T.f&¥#
(2 2:77), GE9002 TFERH
RIT B )X 4 1R

MARX7001 Development
History of Marxist
Ideological (2  credits),
GE6001 Academic writing,
norms and ethics (1 credit),
MATH6002 Engineering
Mathematics (2 credits) and
GE9002 frontier engineering
science and technology (1
credit) are compulsory.

+ b iR
Program
Courses

Core

Hep KR4 20

No less than four credits have
to come from maths courses.

Ak AT &R
Program Frontier
Courses

GE9001 fill#r TF2skik (2
24)
GE9001 Innovative

Engineering Practices (2
credits), compulsory.
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H Ak A5R / / /
Program Elective
Courses

A&k R E| V=
Elective Courses

Not compulsory.

. 3Hit#2 2R Training Requirement
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The program of professional Ph.D. in cyberspace security involves crucial procedures as the qualification examination, the opening report, and the
annual progress report.

A). One who applies for this program should pass the qualification examination in the first school term during the second year after enrollment in
principle. One who fails the qualification examination can apply for a reexamination in the next school term. One who fails both examinations cannot

proceed to pursue the Ph.D. degree.

B). The opening report could be done after one passing the qualification examination. It should usually be done before the end of the second school
year. One who fails the first round of opening report examination can apply for opening again in the next school term. One who fails both examinations

cannot proceed to pursue the Ph.D. degree.



C). APh.D. candidate has to report his/her progress annually after the opening report.

L. FRARFZEEZER Requirement on Academic Achievements
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A candidate for part-time professional Ph.D. in cyberspace security should conduct original research which is closely related to his/her thesis under the title of
SJTU Ph.D. candidate. The results can be presented as science and technology award, industrial standard, patent, or research paper. At least one of the following criteria

has to be met:
1. Win the first/second-rank prize of the Provincial Science and Technology Progress Award (the candidate must be ranked within the top five/three authors).
2. Propose one industrial standard which is primarily based on his/her research.

3. License two important patents or two software copyrights as the first-author. The patents or software should be widely adopted by the industry.



4. Publish (or receive two acceptance letters) two academic papers closely related to his/her research topic in journals/conferences appointed by the degree council
(please refer to the lists given by CCF, CAS, and CACR), in which Shanghai Jiao Tong University is the first corresponding institution. Works authorized by the

university or specific programs are interpreted by the university or the responsible school. Specifically:
For engineering discipline: Publish two academic papers, in which one of them is published (or is received by) an EI/SCI journal. The work published in the EI
journal has to be presented in English (or the first foreign language of the candidate).

If the candidate is the first author, then the work counts for one paper. If the adviser is the first author and the candidate is the second author, then the work counts

for zero point five paper. In other cases, the publication is not considered to meet the graduation criteria.
AL FAE# X Thesis/dissertation work
B0 A AL 65 3] IR A T ARIE It X, RERGEBF LRI EF o, FEFRFFRALGFREILEAEZR, Bd5/

L FFAALFRBGEFAYL, TR ELAME L FZAALEH., EARAABRER (LEARBRFXATYHERKR T H L FAAGINLT)
(https: //www. gs. sjtu. edu. cn/info/1140/7323. htm) #AT.

APh.D. candidate who passes all planned courses, earns enough credit, meets the academic paper publication criterion formulated by the university

and the school, finishes dissertation review and is clear from academic plagiarism can apply for dissertation defense.

For detailed requirements, please refer to https://www.gs.sjtu.edu.cn/info/1140/7323.htm.

. HRAEILE Courses

TR WA WRIELFR Course Name 2 BRES FriEaz ig ﬁg o
* ; ; V£ Note
Category ng;:e R 3C Chinese English 3&3C Credit Language Semester GPA | GPA
NI | MARX70 | HESTEELS M | Development  History  of 7
PR 01 R Marxistldeological 2 13 in Chinese | #ZE Fall Yes 75 No | ‘#%1& Compulsory



https://www.gs.sjtu.edu.cn/info/1140/7323.htm
https://www.gs.sjtu.edu.cn/info/1143/5801.htm

General FARGME. MIES1 | Academic writing, norms and &
Courses GE6001 b ethics H3C in Chinese | %2 Spring | Yes 7 No | @& Compulsory
frontier engineering science &
GE9002 TR & and technology F3C in Chinese | %7 Fall Yes 7 No | #41& Compulsory
MATH60 72
02 TREH Engineering Mathematics FC in Chinese | #ZF Fall Yes 7 No | #1& Compulsory
Lk Al | MATH60 Graph Theory and Network &
P 10 5 4% Analysis H3C in Chinese | %7 Fall Yes 7% No
Program Stochastic ~ Process  and &
Core NIS7001 | BEHLIERE S5 HEBA iR Queuing Theory F3C in Chinese | #Z Fall Yes 7% No
Courses
MATH60 7
05 FEBEE IR Matrix theory H3C in Chinese | %7 Spring | Yes 7 No
7
STAT6001 | ZEREEE S Element of Statistics H3C in Chinese | %7 Fall Yes 77 No
HeE AT AR
Foundations of  Abstract &
NIS7017 | ZEfbfE Algebra 13 in Chinese | #ZF Fall Yes % No | >2 %4y
NIS7006 Finite fields and their =
H BRI KR | applications 132 in Chinese | % Fall Yes 7% No
Information  Theory  and =
NIS7007 | BRI SHwIG Coding 13 in Chinese | #ZF Fall Yes 7% No
Communication Theory and =
NIS7008 | IBfEEIE RS Systems F3C in Chinese | %72 Spring | Yes 7 No
NIS7009 | MR %4 BIES | Cyber Security Essentials: P
H FARILA Principles and Practice Fi3C in Chinese | #ZF Fall Yes 7 No
Mathematic ~ Fundamentals &
NIS7018 | 328 %Lhi of Cryptography FF3C in Chinese | 7 Fall Yes % No
2
NIS7019 | %M H £ Cryptographic Algorithms H13C in Chinese | %2 Spring | Yes % No
NIS7020 | iHEHLIEAE ML | Computer networking W in Chinese | &7 Spring | & 7 No




Har s protocol and security Yes
=
NIS7021 | B S5 R G %4 Software and System Security F3C in Chinese | 2= Fall Yes % No
Principles of Cyber Security &
NIS7022 | W& &Rl R Protection "3 in Chinese | %2 Spring | Yes 7 No
v
NIS7023 | ZHMAEHNB LS Multi-media Content Security H3C in Chinese | #Z& Fall Yes 7 No
Principles ~ of  Artificial &
NIS7024 | N T4 )5l Intelligence Security F3C in Chinese | %72 Spring | Yes 7 No
i Analysis and Security for Big &
NIS7025 | KEHE i 5 %4 Data H13C in Chinese | %2 Spring | Yes 7% No
L AR
* = K
BT TRE sk Innovative Engineering o . / K|  No | s
Program GE9001 Practices 13 in Chinese Spring/Fall & No WM& Compulsory
Frontier
Courses
NIS8012 | ZRG i Cryptographic Protocols FC in Chinese | %2 Spring | % No | 75 No
Advanced Cryptographic
NIS8013 | w5 L% Engineering t13C in Chinese | %% Spring | %% No | % No
NIS8014 | 3 M&s 24 Mobile Network Security #13 in Chinese | #Z Fall 7 No | 75 No
ik fe | NIS8015 | A LA AT fAR Advanced Network Security H3C in Chinese | 2 Fall 7% No | % No
" NIS8016 | T&H %4 Radio Security H3 in Chinese | k== Fall % No | & No
gggtri?/r: ) Security Vulnerability
Courses NIS8017 | JWiF#ZHE S5 /b Assessment F3C in Chinese | %7 Spring | % No | %5 No
Advances in Software and
NIS8018 | RGLARINHA System Security H3 inChinese | %2 Spring | 75 No | &5 No
Introduction  to  Network
NIS8019 | MZBIEMIA T 5 Penetration Testing 13 in Chinese | #ZF Fall % No | 75 No
NIS8020 | X i J5i 3 2% B Principle and Applications of H13C in Chinese | &% Spring | & No | & No




Blockchain
FARTE F AL BERTIYEL | Frontier  Technology — in
NIS8021 | KR Natural Language Processing 13 in Chinese | £kZF Fall 7 No | 7% No
Frontier Technology in Digital
NIS8022 | HFHUERTIHHEIA Forensics "3 in Chinese | &2 Spring | % No | 75 No
Data Analysis on Social
NIS8023 | #3248 K ¥ bt Networks H3C in Chinese | &2 Spring | 7% No | 75 No
NIS8011 | W&k =3[a %24 Fiys% | Frontiers in  cyberspace H13Z in Chinese
i security %2 Spring | 5 No | & No




